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BOBJIEYEHWE HECOBEPLLEHHOJIETHUX B HAPKOIPECTYIIHOCTb
C UCI10JIb3OBAHUEM CETU UHTEPHET

AHHoTauus. Llenb: nccnenosate (hakTopbl M COBPEMEHHbIE TeHAEHLMM, CrOCOOCTBYHOLNE
BOBJIEHEHUIO MOAPOCTKOB B HAPKOMPECTYNHOCTbL C UCM0/Ib30BaHneM ceTy VIHTepHeT. BbisiBUTb OC-
HOBHbIE KaHaJlbl U CrIocObbl BOBIEYEHUSI B HAPKOAESATE/IbHOCTb HECOBEPLUEHHOIETHNX HYEPES UH-
TEPHET-NMPOCTPaHCTBO. [lpoaHaM3npoBaTb MOTVBbI Y MCUXOIOMNYECKMe OCOOEHHOCTU MOAPOCT-
KOB, CKJIOHHbIX K COBEPLUEHUIO HaPKOMPECTYNHOCTU C MPUMEHEHNEM VIHTepHeT-TexHoaorui. Pas-
paboTaTb KOMIIEKC OpraHU3aLlMOHHO-MPAaBOBLIX W MPOMUIAKTUHECKUX MEP, HarpabB/eHHbIX Ha
MUHVIMU3aLMI0 BOBJIEHEHUST B HE3aKOHHbIVI 060POT HAPKOTUKOB HECOBEPLLIEHHOJIETHUX C UCIO/b30-
BaHWEM MHTEPHET-PECYPCOB.

lpouenypa v meTogbl: 415 coopa [aHHbIX NCM0Ib30BaNCh TEOPETUHECKNE 1 SMITNPUHECKME
meTofsl. K TeopeTudeckumM Metogam OTHOCUIINCh 0606LLEHNE 1 aHa/In3 Hay4YHOU IMTepaTypbl, TPy-
A0B v nybavikauuii rno rnpobsaeme BOB/IEYEHNST HECOBEPLUEHHOIETHUX B HAPKOMPECTYNHOCTb. K am-
nMpU4eCKUM MeTofaM OTHOCUJIUCh COLMOJIONNHYECKMUE OrMpPOChl, aHaan3 MatepuasioB YrofoBHbIX
A€/, CBS3aHHbIX C BOBJ/IEYEHNEM B HAPKOMPECTYNMHOCTb HECOBEPLUEHHOIETHNX YEPE3 UHTEPHET U
CTaTUCTUHECKUX [JaHHbIX O HaPKOMPECTYNHOCTY HECOBEPLLIEHHOETHYIX.

Pesynbratsi: uccregoBaHue nokasaso, 4YTo 415 MHOMX No4POCTKOB, BOB/EYEHHbIX B HApPKO-
MPeCTyNnHOCTb, OCHOBHbIMW MOTUBaMu SIBJISIIOTCS MatepuasibHas Bbirofa v CTpeMsieHne camoyTeep-
ANTbCS B KOUMUHA/IbHO cpefe. YCTaHOBIEHO, YTO 3a4acTyto BOB/IEHEHHbIE YEPE3 UHTEPHET B Hap-
KOMPECTYIN/IEHNSI HECOBEPLLEHHOIETHNE BbICTYNalOT B POJIU «3aK/1a4YNKOB», «KYPbEPOB» U «3aKyr-
LYMKOB», B MOJIHOM Mepe, He 0CO3HaBasi MOC/eCTBYS COBEPLUaEMbIX AESHUN. AKLEHTUPYETCS BaX-
HOCTb peLLeHMsT BO3HUKAIOLYMX MPOBIEM B rpaBOrNpUMEHUTEIbHON MPaKTUKe, CBS3aHHbIX CO C60-
POM foKa3aTesibHOV 6a3sbl u MAEHTUUKAUNE CKPbIBAIOLMXCS 3a aHOHUMHBIMY aKKayHTaMu JinL,
paspaboTaHbl peKoMeHAaUmu o rMOBLILLIEHUIO 3(hHEKTUBHOCTY NMPODUIaKTUHECKON paboThbl C He-
COBEPLLEHHONIETHUMY, BXOAALMMY B IPYIY PUCKA, & TakXKe KOMIT/IEKCHbIE Mepbl HGHOPMALMOH-
HO-MPOCBETUTE/ILCKOIO, OPraHn3aLOHHOro 1 NpaBOBOro Xapakrepa B LesIsIX CHYXKEHUS ySI3BUMO-
CTU rOfAPOCTKOB B MHTEPHET-CPELE.

TeopeTndeckas v npakTndeckasl 3Ha4uMOCTb: MOJTyHYEeHHbIE UCCIE40BaHUS MOryT BHECTU 3Ha-
YUTE/IbHBIN BKIa4 B 06pa3oBaTe/ibHbIN MpOoLecC rpu rnpernogaBaH yrooBHO-MPAaBOBbLIX ANCLM-
MIVH, a TaKxe B rpaBorpyMeHUTENIbHYIO AesTe/IbHOCTb COTPYAHNKOB MpaBoOXpaHUTe/IbHbIX opra-
HOB rpuv paccneoBaHU NPECTYNIeHUA B chepe HapKONpeCcTyrnHOCTN HECOBEPLUEHHOIETHUX Ye-
pes ceTb VIHTepHeT. V1310XeHHbIe KOHLENUmu rno COBEPLLUEHCTBOBAHNIO 3aKOHOTBOPYECKON 0asbl
MOryT ObITb MPUMEHEHBI MPY COBEPLLIEHCTBOBaHNY HOPMAaTUBHO-MPaBOBbIX akTOB M0 MPOTUBOAEN-
CTBUIO 1OLZPOCTKOBOW HaPKOMPECTYMHOCTH.

KnioueBble cnoBa: r1ogpoCTku, HE3aKOHHbII 060POT HapPKOTUKOB, KNGEPNPECTYNHOCTb, KPpU-
MUHasIbHOE MOBEAEHNE, UHTEPHET-NPOCTPAHCTBO, MHBOPMaLNOHHas 6€30MacHOCTb, NPOGHUIaKTU-
Yeckue Mepbl
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Annotation. Purpose: To study factors and current trends that contribute to the involvement
of adolescents in drug crime using the Internet. Identify the main channels and methods of involving
minors in drug activity through the Internet. To analyze the motives and psychological characteristics
of adolescents prone to committing drug crimes using Internet technologies. Develop a set of organ-
izational, legal and preventive measures aimed at minimizing the involvement of minors in drug traf-
ficking using Internet resources.

Procedure and Methods: Theoretical and empirical methods were used to collect data. Theo-
retical methods included generalization and analysis of scientific literature, works and publications
on the problem of involving minors in drug crime. Empirical methods included sociological surveys,
analysis of materials from criminal cases related to the involvement of minors in drug crime via the
Internet and statistical data on drug crime among minors.

Results: The study showed that for many teenagers involved in drug crime, the main motives
are material gain and the desire to assert themselves in a criminal environment. It has been estab-
lished that minors often involved in drug crimes via the Internet act as “pawnbrokers”, “couriers” and
“purchasers”, without fully realizing the consequences of the acts committed. The importance of
solving emerging problems in law enforcement practice related to the collection of evidence and
identification of persons hiding behind anonymous accounts is emphasized; recommendations have
been developed to increase the effectiveness of preventive work with minors at risk, as well as com-
prehensive measures of informational, educational, organizational and legal nature in order to reduc-
ing the vulnerability of adolescents in the Internet environment.

Theoretical and practical significance: the research obtained can make a significant contribu-
tion to the educational process when teaching criminal law disciplines, as well as in the law enforce-
ment activities of law enforcement officers when investigating crimes in the field of drug crime of
minors via the internet. The outlined concepts for improving the legislative framework can be applied

mation security, preventive measures.

I_Io,u, Kn6epnpecTynieHmemMm B OTHOLLEHWM
nogpOCTKOB MOHUMAKOT MPOTUBOMpPAaBHbIE
AesHVA, OKasblBaroLWme pr3nyeckoe 1 NCUXn4eckoe
B/IUSSHWE Ha pPasBUTUE HECOBEPLUEHHONETHUX Mpwu
MOMOLLIM KOMMbIOTEPHbIX CETEN, a TaKXKe 3aKJoYaro-
Leecsa B MPECTYMNHbIX NocAraTenbCTBax Ha 300po-
Bbe, >XX13Hb, MO3BOJIAIOLLNE ANCTAHLMOHHBIM CMOCO-
60M coBepLuaTb NPOTUBOMNPAaBHbIE AEAHUS.

C nosiBneHnem CoBPeEMEHHbIX TEXHOJIOTIA BO3-
HUKaeT Oonee CNOXHbIA U HOBbIN BUA Knbepnpe-
CcTynHocTu. Heobxopumo oTMETUTL Npobnemy yBe-
JINYEHNST HECOBEPLUEHHONETHNX KnbeprnpecTymnHu-
KOB, KOTOpasi YCNOXHSAET BbISBNEHNE 1 Haka3aHue
npasoHapywuTens. 3a nocnegHne NsTb NeT obLe-
CTBEHHAA OMAaCHOCTb 3TOr0 BuOa NPECcTYrneHnn
MOBbLILLAETCS, B CBA3M C TEM, YTO HECOBEPLLUEHHO-
NETHME NnLa CTAaHOBATCA NOTEPNEBLUMMU MO AAHHON
KaTeropum NPecTyrieHu.

[maBHOWM 3apadyeit rocygapcTBa ABMASETCS npe-
JoTBpaLleHre NogpOCTKOBOM HAPKOMPECTYMHOCTA U
Oorpa>kfeHne MOJIOAEXWN OT KPUMUHANbHbIX BO3OeN-
CTBUI B3pOCHbIX Yepe3d ceTb VHTepHeT. CObIT ncu-
XOTPOMHbIX BELLUECTB U HAPKOTMYECKNX CPEncTB
OKa3bIBAET HeraTVBHOE BVSIHNE HA NCUXUYECKOE U
hr3nyeckoe 300poBbe NOAPACTAIOLLEINO MOKOIEHNS.
Ona npopaky HapKOTMKOB MNPECTYMHUKU UCMOSb-
3yl0T coumanbHble CEeTW, 4Yepe3 MeCCeHOKepbl
aKTVMBHO O6LLAKTCA C MOoKynaTensiMu, oroBapusas
LeHy 1 MECTO 3aKnaaKy CMepPTENbHOMO 3e/1bs.

in improving regulatory legal acts on countering juvenile drug crime.
Key words: teenagers, drug trafficking, cybercrime, criminal behavior, Internet space, infor-

B Hawei cTpaHe geTtn OOLWKOSIbHOro Bo3pacTta
Ha4yMHatoT NOJSIb30BaTbCS CoUManbHbIMU CETSIMU, UX
YNCNEHHOCTb B HacTosLee Bpema gocturna 95% [3].
Poccuiickne cembun ¢ getbmmn go 16 net no oueHkam
9KCMEepPTOB, OT/IMYAKOTCA BbICOKMM YPOBHEM O6efHO-
CTW, YTO yCyrybnseT He TONbKO MatepuasnbHOe, HO 1
OYXOBHO-HPaBCTBEHHOE MOJSIOXKEHNE HECOBEPLUEH-
HOMEeTHUX [5].

3avacTyto NogpoCTKM yberatT OT HepeLleH-
HbIX NPO6NEM B BUPTyasIbHYIO PEaNIbHOCTb, CTaNIKu-
BasiCb C KMOEpPrnpecTynHOCTbIO. HecoBepLUeHHONET-
HUEe Nerko BCTYynatT B KOHTAaKT C HE3HaKOMbIMU
nogsMy, Ny6anKyT KOHMUOeHUManbHy0 UHGOP-
Mauumo o cebe, nogBeprasicb HEraTUBHOMY BIINSIHUIO
KPUMUHAsbHbIX JIUL, 1 PUCKY CTaTb XXEPTBOWN Knbep-
npecTynHukoB. o gaHHbiM MB[, Poccun 12% noga-
poctkoB 14-15 neT coBepLlUalOT MNPECTYNNeHus B
cetn VHTepHeT, 90% XxakepCKux artak COBepLualT
mMonopgele nogun 20 net [2].

OCHOBHbIMY  MPUYUHAMN  BOBMIEYEHUS MOA-
POCTKOB B HApPKOMPECTYMHOCTb NMOCPEACTBOM CETU
VIHTepHET ABRAIOTCA HemoCTaTKy npodunakTmye-
CKOM paboThbl, a TakXkKe OeATeNbHOCTb NpaBooXpa-
HUTENbHOW CTPYKTYpPbIl, BCE 3TO YKa3bIBAET HA HECO-
BEPLLEHCTBOBAHNE 3aKOHOTBOPYECKOW CUCTEMBDI.
Pooutenn He B COCTOSIHUN KOHTPONMPOBATb CBOMX
OeTen, UM He Bcerga yaaeTcs AOMKHbIM 06pa3om
nopoep>kmBatb cBoero pebeHka. B pesynbrate
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OTCYTCTBUSA AOCYyra y HeCOBEPLLUEHHONETHUX MHOMO
CBOOOOHOIO BPEMEHN, KOTOPOE MOXXET CTaTb Kpu-
MUHasbHbIM.

Cuctema npemynpexpeHnust  MoppOCTKOBOW
HapKOMNPEeCTYNHOCTU ocnabneHa B CBA3W C pacna-
OOM Cemeil, HU3KUM YPOBHEM MPaBOBOW KyJLTYpbl,
anKOroSIbHON WA HaPKOTUYECKON 3aBUCUMOCTbLIO
poauTenen unn gpyrux nuu, OTBETCTBEHHbLIX 3a BOC-
nutaHue pebeHka, HeraTMBHbIM 00pPa3oM CKasbiBa-
eTcs Ha BocnuTaHun geten. OgHOM N3 caMbliX TPEBO-
>KHbIX NMPO6/IEM COBPEMEHHOIO POCCUNCKOro ObLLie-
cTBa siBNsieTcs 6ecnpmu3opHOCTb 1 6e3HaA30PHOCTL
HecoBepLueHHoneTHNx, 6onee 100000 peten exe-
rogHoO ocTarTcs 6e3 noneyeHus pogutenein. Bonb-
LUMHCTBO AEeTEeN ABNSI0TCSA coumasibHbIMU CUPOTamu,
OT MHOIMX OTKa3anucb poauTenu, AaHHasa Kateropus
OeTel nuLleHa cpecTs K CyLLEeCTBOBAHUIO U HEpPeaKo
BOBJIEKAIOTCS B TOPrOB/IO N CObIT HAPKOTUYECKUX U
MCUXOTPOMHbIX BELLECTB.

Jlvua, BoBnekawLme HeCOBEPLLEHHONETHUX B
HapPKOMPECTYNHOCTb C  WCMOMIb30BaHUEM  CETU
VIHTEPHET, MMEIKOT KOMoCCaNbHY0 OEHEXHYK npu-
OblSlb, OHVM KOMMETEHTHbI B CEepe KOMMbIOTEPHbIX
TEXHONOIMIA, YTO AaeT UM BO3MOXXHOCTb JIErKO Haxo-
OUTb CBOUX CTOPOHHUKOB, B3aMMOAENCTBOBAaTb U
obMeHMBaTbCs HopMaumen.

MpuBegem npumep M3 CynebHON NpPakTUKW.
CoBepLueHHONETHMI B. BOBIEK B HAPKOMPECTYMHYO
OesaTenbHOCTb HecoBeplleHHonetHero K. paxkga-
HUH B. coctosan B KpuUMWHanbHOW rpynne, umen
OFPOMHBIA OMbIT MPOJAXN MNCUXOTPOMHBLIX BELLECTB
yepe3 VIHTepHeT. MpaxpgaHuH B. 3Han, 4to K. He
poctur 18-neTHero Bo3pacTta, HO HECMOTPS Ha 3TO
npepnoxun emy 3apabotartb AeHer, pacoBaTtb Hap-
KOTU4YeCKne CpeacTsa no naketnkam. HecosepLueHr-
HoneTHUI K. c Lenbto 3apaboTatb «JIerkne» oeHbrn
cornacunca Ha Bce ycnosus b. ToT B cBoto o4epeab
npenocTaBusl CMepTeNbHOE 3enbe Ona (hacoBKu.
[py NnomMoLLM HECOBEPLLUEHHONETHEIO rpaXkaaHvH b.
yBENUYUA NPOAaXy HapKOTUYECKUX CPEeAcTB Ans
nonydeHus goxoga. Cyn nNpuroBopua rpakgaHuHa
B. no 4.1 c1.150, 4.1 cT. 228 YK P® K nuieHnto cBo-
60pabl cpokom Ha 7 net [1].

MpecTynHOW eaTenbHOCTM B chepe Npoaaxu
HapKOTMYECKNX cpeacTs 4vepe3 WIHTepHeT cBow-
CTBEHHA JATEHTHOCTb, B OOMBLUMHCTBE Cly4YaeB
XKEPTBbl He obpalalTcs B MOANLMIO, TEM CaMblM
OCTaBfiIfAsA NPECTYNHUKOB 6e3Haka3aHHbiMK.  [1po-
OO/KAeT yBENMYMBATLCS HApPKOMPECTYNHOCTb C
y4acTneM noppoOCTKOB C UCMONb30BaAHWEM 3MEK-
TPOHHO-KOMMYHUKaUWOHHbIX ceTen, ecnu B 2022
rogy oHa coctaensana 21,7%, To B nepsble Tpu
mMecsaua 2023 r. — yxe 26,8% [9].

CornacHo nposegeHHoro B 2023 rogy couuo-
nornyeckoro onpoca, 95% nogpocTtkoB B Poccum
NCMonb3yT AOMaLUHWIA UHTEPHET, 81% poauTtenei

NPVHUMAKOT Mepbl MO 3awuTe cBoero pebeHka oT
HeraTVBHOM MHMOPMaUNN B VHTEPHET - NPOCTPaH-
cTBe, 31% KOHTPONMPYET HECOBEPLUEHHONETHNX BO
BPEMSsI MOJSIb30BaHUs WHTEpPHeT-pecypcamu, 17%
MCcrnonb3yT ONOKMPOBKY B HacTpomnkax 6paysepa
[4]. B nepwuop cTtaHOBREHUSI NMMYHOCTU Ha NOJPOCT-
KOB CYLLECTBEHHOE BNUSIHUE OKa3bIBAET COLUYM, Y
6OMbLUMHCTBA M3 HUX BO3HMKAET MOTPEOHOCTb B
JINYHBIX OEHEXHbIX CpeacTBax, O NONYyYEeHUS «er-
KNX» OEHEr, CBEPCTHNKU MPOBOLIMPYIOT UX Ha COBEP-
LeHne NpecTynaeHui.

B Poccum no odwuuymansHeiM gaHHeim MB[
Poccumn B 2023 rogy 6bino 3adukcnposaHo 190198
HaPKOMPECTYM/IEHU, CBA3AHHbIE C MPUMEHEHUEM
OHNaNH-TEXHONOMMI,  NOAPOCTKaMM  COBEPLLEHO
112651 paHHbIX gesaHun [8].

Kak npaBuno, Ha HEKOTOpPbIX MO4POCTKOB
y4ebHble 3aBefeHNsi OKasbIBatOT MCUXOSI0rMYecKoe
OaBneHne, KOHMKTbI C NpenogasatensmMu, poaun-
TeNnsMu, Bce 3To NoOy>KAaeT OeTel UCKaTb aMnaTu-
Yeckoe OOLleHNEe B COUMaNbHbIX CETAX, FOE OHU
MOryT ObiTb MOABEPXXEHbI BIINSHUIO MPECTYMHbIX
rpynn, KOTOPbIE BTAMMBAIOT NX B MPaBOHAPYLLUEHNS.

Mo wmHeHuto E.B. KysHeuoBoil, passutue
WHTEPHET-NPOCTPAHCTBA U COBEPLUEHCTBOBaHME
TEXHONOIMIA MPUBENN K BOCMPUSATUIO MOJIOLEXU K
OEeCTPYKTUBHOM NMHpopMaunn B VIHTepHETe, B couu-
anbHbIX CETSX, MecceHmkepax [6].

A.H. LypoBa ykasbiBaeT, 4TO Mpu MOMOLLM
OHJANH CETU NPOUCXOANUT NPUOBLLEHMNE MONOJEXN K
CyOKynbType, a TakXe NX BOBIEYEHNE B HE3AKOHHYIO
NPoAaxKy HapKOTUKOB [7].

MoNHOCTBID NOAAEPXKMBAEM TOYKY 3pPEHUs
LLlypoBoin A.H., 4TO HapKOMPECTYrNHUKN nayT Ha
BCSIKME He3aKOHHble cnocobbl, YTobbI BOBMieYb NOf-
POCTKOB B HE3AKOHHbI 060POT HAPKOTUNKOB, YSI3BU-
Mbl€ HECOBEPLUEHHONETHNE OIS 3/10YMbILLNIEHHNKOB
CTaHOBATCS NErKOn MULLEHBIO.

Mo Hawemy MHeHuo, Ofsi Toro, 4YToObl 3awy-
TUTb AeTell OT MPECTYNHbIX OENCTBUA Yepe3 CeTb
ViHTepHeT, HeobxoaMMO YCTaHOBUTb MNpPOrpamMmbl,
OnoKMpyloLWmne Ha ragyketax CanTbl, NMPUYUHSOLLME
NMCUXONOrnyeckmne, MopasnbHble U Opyrue HeratuB-
Hble BO3AENCTBUS Ha pebeHKa.

Takum 06pa3om, NOBbILLEHHYIO ONACHOCTb A/14
obLuecTBa NpPencTaBnseT COBEpPLUEHNE MpecTynne-
HUI NPOTMB nogpacTaroLwlero nokoneHus. Bo-nep-
BbIX, 3TO CBA3aHO C YBENNYEHNEM YMUCa HapKonpe-
CTYMMEHUA, U, BO-BTOPbIX, B CBA3W C HapyLUeHneM
OCHOB KOHCTUTYLIMOHHbIX NpaB yenoseka. [NpoTmso-
npaBHble OESHNS B OTHOLLUEHUW OETEN crnegyeT pac-
cMaTpuBaTbh KaK CEepbe3HYl Yrpo3y OOLLEeCTBY, K
KOTOPbIM OOSKHbI MPUMEHATLCS Bonee cTporue
HakKa3aHus, B OT/INYNE OT B3POC/IbIX.

B uensax npotuBogencTBusa BOBEYEHUIO NOA-
POCTKOB B HApKOMPECTYMHOCTb NOCPEACTBOM CETU
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VHTepHET HeobxoaMMo OCYLLECTBNATL MponaraHay
300pOBOro obpasa >KU3Hu, CoaencTane pocTty bna-
rOCOCTOSHMS FPaXkAaH, YTO MO3BONUT 3HAYUTESIBHO
COKpaTuUTb BPEMS, NPOBEOEHHOE PEOEHKOM B MeC-
CceHpKepax 1 coumanbHbIX CETAX. TakuMm obpasom,
OIS peann3aumn rocyfapCTBEHHOW MOMUTUKA B
uensix obecrneveHus NHHOPMaLMOHHON 6e3onacHo-
CTV NOAPOCTKOB, HEOOXOAMMO KOMIMIEKCHOE B3au-
MOLENCTBME LLKOJbl, CEMbW, OPraHOB MpPaBOCYaMS.
Monaraem HeobXxoQMMbIM BOCMWUTbLIBATE Yy AETEN
NMH(POPMALMOHHYIO FPaMOTHOCTb, a TakXXe HagenuTb
3HaHUSIMM NMOAPOCTKOB O MPaBOBbIX MOCNEACTBMAX
HENPaBOMEPHOIO MCMOSIb30BaHUSA CeTn VIHTEpHET.
O heKTUBHYIO 3aLLMTY NOSPOCTKOB OT BOBJSIEYEHMS
Yepes ceTb VIHTEPHET B HAPKOMPECTYMHOCTb CMOCO-
6eH obecneynTb TONIBKO KOMMJIEKCHbIA MNOAXOoA,
BKJTIOYAIOLLMIA coLMasibHble, MPaBoOBbIe U TEXHOMOMM-
YeCKne Mepbl, YTO SABNSETCHA Ba)XHOW 3agayven B
COXpPaHeHUN 300poBbs 1 ByayLlero Monogoro NoKo-
JIEHNS.
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